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Information Security Officer
 

Київ,   1 листопада
2024
 

Компанія: IntellectEU  (https://jobs.ua/company/id/306152) (Всі
вакансії)

Рубрики:
 

IT, WEB фахівці

Побажання до співробітника
 

Освіта: повна вища
Досвід роботи: обов'язковий

Графік роботи: повний робочий
день

Опис
вакансії
 

IntellectEU is an international technology company focused on digital finance and emerging technologies. At IntellectEU we are on a
mission to become the top-of-mind fintech company. We are committed to our people and believe in building a better future with the
newest of the newest technologies. Giving young people and industry veterans a growing ground to play, launch ideas & work very
closely with our clients. With our hands-on experience in both the technical & capital market, no challenge’s left untackled. Since
2006 we have been focused on financial messaging and integration, being a SWIFT service partner.

Responsibilities:

Security Program Management

Establish, implement, maintain, and continually improve an information security management system according to ISO 27001
requirements.
Conduct regular internal security audits and collaborate with external auditors to ensure the effectiveness of security controls.

Compliance

Ensure that IT and IT-related processes comply with relevant laws, regulations, and industry standards (e.g., GDPR, ISO
27001).

Security Awareness

Work on security improvements and communicate the importance of changes to the Staff.
Provide external customers with information about IntellectEU's security policy by completing the requested security
questionnaires.

Incident Response

Monitor and coordinate responses on security incidents, conduct investigations, and develop corrective actions.
Monitor and update security incident Metrics, SLAs, and KPIs

Vulnerability Management

Evaluate, implement, and control VM solutions.

Technical skills:

Must have

Bachelor's/Master's degree in Information Technology, Computer Science, Engineering, or a related field.
3+ years of related work experience.
Good knowledge of Information Security Frameworks (e.g., ISO 27001, NIST CSF, GDPR, OWASP, etc.).
Working knowledge of Security Architecture and potential security issues related to PaaS, IaaS, and SaaS, and understanding
of IAM.
Knowledge of security technologies such as EDR, IDS/IPS, and Firewalls.
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Good understanding of NAT, DNS, DHCP, TCP/IP networking principles.
Knowledge of pentest and vulnerability assessment.

Nice to have

Cybersecurity or similar certifications.
ISO 27001 Internal Auditor or Lead Auditor certification.
Experience with SIEM, DLP systems.
Experience with AWS/GCP/Azure.

We guarantee:

International experience in a stable company: the company has offices in Brussels, Lisbon, Kyiv, Krakow, and New York and
works at the market for over 10 years.
Great opportunities for personal and professional development as well as the chance to change the way the business works in
the financial world.
Challenging projects within the team of professionals.
Compensation and benefits package including medical insurance, sports activities, and language learning.
Minimum viable bureaucracy environment.
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